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] Technical Notes

=1l ez lei=8 SPAN to PC

Purpose:

This technical note describes how to enable SPAN to PC in
your VoIP telephony environment in order to record VoIP
telephony conversation by Crystal Gears (CG as short) —
desktop telephone recorder without an extra hub or switch.

Background:

SPAN to PC is a feature supports by some IP phones like
Cisco 7970, 7941, Yealink SIP phone etc. that allows users
to monitor the IP traffic by connecting IP phone with their
own desktops or laptop. See the connection diagram as
below:

IP Phone

DC4.8Vr.. . . .
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Find the PC port on your VoIP phone set (normally
on the backside), connect it with PC NIC card directly

How to enable SPAN to PC on your VoIP phone set:

-For Cisco

3 about:blank - Microsoft Internet Explorer

Ele Edt ‘Yiew Favortes Iods  Help
Deek - () @ @ :h pﬁaar’th *Favﬂrites & DB- ;\; = &
adies: ) EIFCANCENY—Slep 1 2> ER
Step 1, Input the IP address of Cisco Call Manager SteB 2
Step 2, Click "Go" button
&] Done & Internat

Step 2
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A http://192.168. 1 - Microsoft Internet Exploren

Fie Edt Wiew Favorites Tools Help

Qﬁack - Q@ Iﬂ IELI ;\J /-‘s.aarch ‘f‘\}’Favuritas &4 = :‘i

address | @] hitpef[192.168. |

al country laws governing impor
cryptographic products does not i

distribute or use encryption. Impori

responsible for compliance with T.S.
¥You agree ta comply with applicabl
comply with U.S. and local 1

o cryptographic products may be found at:
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| is subject to United States and
sfer and use. Delivery of Cisco
-party authority to import, export,
exporters, distributors and users are
:al country laws. By using this product

regulations. If you are unable to
n this product immediately. Step 3

port/crypto/tool/stqrg.html

If you require further assistamn piease contact us by sending email to v

export@cisco.com.

ect fro

g'] http:ff192.166. fecmadmin

the following products:

# Internet

. . —~ n. N
oBack - & \ﬂ \EI _'j ’ ) Search ‘-:\';:’Favontes Q—‘! = ‘j“

Address | @] httpuf1oz.068. | v Els

ThiS§ praduct contains cryptograpl @ Information you exchange with tis site cannot be viewed or

d;;triliute or use encryptinl’l. Il'l'l_ [y The secuity certificate was issued by a company you have
Ste 4 responsihle for compliance with T.! not chosen to tust. View the certificate to detsrmine whether
a you want to tust the certifying authority

you agree to comply with applica

&] httpi/j192.168,

BREE|
[T}

Links

1
§
;

Security Alert

changed by others. Howewer, there is a problem with the site's

country laws governing imp: seourity certficate

ographic products does not :

comply with U.S. and local & The soouily cerficate date is valid

The name on the security certificate is invalid or does nat
match the name of the site

Step 4 Click "Yes"

Do you want to proceed?
[ wves #[[_Mo_ ][ iewCerficate |

the following products:

Jecmadmin [l & Internst
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site.

Eile  Edit

View Favorites  Tools  Help

@Back - \__) @ @ Lh ;] Search \l?::(Favﬂrites @ E:r:{v :; = ﬁ

Address [&] hitpsiff192.188.  :8443fecmadminshowHome. do

cisco

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Cisco Unified CM Administration

Copyright @ 1999 - 2008 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer
and use, Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute or use encryption.

Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you Ste 6
agree to comnply with applicable laws and regulations. If you are unable to comply with U.S. and local laws, return this product

imrmediately.

A summary of .S, laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site,

Step 5

ogin

For information about Cisco Unified Communications Manager please visit our Unified Communications Systern Documentation web

Faor Cisco Technical Support please visit our Technical Support web site.

@ Dane

2 @ Internet
=

2 Cisco Unified Communications Manager Console - Microsoft Internet Explorer,

Ele Edit W¥ew Favorites Tools Help

eEack > ] @ @ Lh ;j Search \j‘\?Favor\tes @ E:-f{v _:\;, = ﬁ

Address ‘@ https:/i192, 168, @44 3fcemadmingshowHome, do

all,  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

System »  Call Routing v  Media Resources

‘oice Mail v Device v  Applicstion v User Manegement v Bulk Administration v Help v

Cisco Unified CM Administration

System version: 7.1.2.

Please visit the License Report Page for more details.

Last Successful Logan:

Copyright ® 1999 - 2008 Cisco Systemns, Inc.
All rights reserved,

irnmediately.

This praduct contains cryptagraphic features and is subject to United States and local country laws governing impart, export, transfer and
use. Delivery of Cisco eryptographic products does nat imply third-party autharity to import, expart, distribute ar use encryption.
Importers, exparters, distributors and users are respansible for compliance with U.S. and local country laws. By using this product yvou
agree to comply with applicable laws and regulations. If you are unable to camply with U.S, and local laws, return this product

A surnmary of U5, laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site,

For information about Cisco Unified Communications Manager please visit our Unified Communications Systern Documentation web site.

For Cisco Technical Support please visit our Technical Support web site,

@ Dane

2 @ meernet
=
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2 Cisco Unified Communications Manager, Console - Microsoft Internet Explorer

Eile Edit \iew Favorites Tools  Help

@Back @ J @ @ ‘_;j pSearch ‘f/rtrFavontas @

Address |@https:mgz.1sa. 13443 fccmadmin/showHome. do v|Go Links >

cisco 5 - - i
For Cisco Unified Communications Solutions =TT

System «  CallRouting = Media Resources - Voice Mail Applicetion »  User Management = Bulk &dministration +  Help -

CTI Raute Paint
Gatekeeper

Gateway

Cisco Unified CM Administraggr=sy N

System version: 7.1.2. Trurk

Remote Destinatic

Please visit the License Report Page for more det [kt

Last Successful Lagen: Move your mouse
over the "Device"

Click "Phone"

Copyright 19499 - 2008 Cisco Systems, Inc.
Al rights reserved. ep

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and
use, Delivery of Cisco cryptographic products does not irnply third-party authority to import, export, distribute or use encryption,
Importers, exporters, distributors and users are responsible for compliance with U.S, and local country laws, By using this product you
agree to comply with applicable laws and regulations. If vou are unable to comply with U.S. and local laws, return this product
immediately.

A summary of U.S, laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Cormmunications Systern Documnentation web site.

For Cisco Technical Suppaort please visit our Technical Support web site,

@https:n’wz.ls& 1844 3fcemadminfphoneFindList. do é # Internet

Step 9 @Eack © J @ @ ;h pSearch \;r\\'s‘Favorites @ 02 - ; D .'3

Step 10 Find Fhone where [Dirsctory Number | begins with +[[song Find ] [_clear Fiker

Step 11

CIS

2 Find and List Phones - Microsoft Internet Explorer

fle Edit View Favortes Tools Help

Agdrass@https:,inez.lea +8443/cemadmingphoneFindList.do Links
ulmln,  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

admin About

System w  CallRouting «  Medis Resources - Voice Maill »  Device = Application »  User Management ~  Bulk Administration +  Help -

Find and List Phones GEELELRE TS Actively Logged In Device Report + [ Go
ED: Al Mewy

Phone

(=]

Y

lect itarn or enter search te)& vl

No active query, Please enter your search citeria using the options shove.

Step 9 Step 10 'Step 11
Use "Directory Number" Input the extension Click "Find"
to find specified phone you want to find

via extension number

& Done 2 P Internet
=
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A Find and List Phones - Microsoft Internet Explorer,

Eile Edit View Favorites

eﬁa(k - Q@ \ﬂ @ _7;‘] f_‘l Search "_?::I(Favmites & [\- :; =

Tools  Help

5

BX
;':

Address [ &] hitpsiff1s2.188.

18443 /ccmadmindphoneFindList . do7loskup=Falssimultiple=trustrecCnt=&colCnt=17

aliln
cisco

Cisco Unified CM Admi

For Cisco Unified Communications Solutions

vl Go  Links ¥

istration

admin

System »  Call Routing +

EEH Akl Newy @ Select &l

Status

Medis Resources v

“oice Mail + Device »  Application »  User Management +

Cisco Unified CM Administration + § GO

Bulk Administration +

About Logout

Help +

Find and List Phones GGG R S Actively Logged In Device Report v [ Go

@ Clear all % Delete Selected % Reset Selected _Z Apply Config to Selected

@ 1 records found

| Step 12

Query Information

per dewice,

Searching on Directary Mumnber may show the same device name multiple times depending on the number of lines configured ‘

Phone (7 -1 of?f)

Rows per Page‘ 50 v |

Find Phaone where | Directory

MNurnber

VI begins with VlBUUD |

Step 12 Click the link to edit

| select itern or enter search text |

Clear Filter

(=]

Device Name Device -] Supet|
I L (ney Description Device Pool Extznsion  Partition %700 Status address | SPY gy
[~ @ [SEPO0za 5000 192,168, 8000 SCCP Unknown Unknown Ty [
EEzc [ Cisco IP
Phone
7970
[(add Mew ][ select all [ Clear Al J[  Delete selected  |[ Reset selected | [ Apply Config to Selected |
| @

| [ZIE

S & Internet

Step 13

CIS

2l Phone Configuration - Microsoft Internet Explorer

Elle Edit ‘“iew Favorites Tools Help

eBack M ) |ﬂ @ _h /.7\1 Search {:{Favurites ﬁ} [1\"

T

S

=

Address |@‘| https:j{192. 168,

15443/ cemadmin/gendeviceEdit. dokey=cd5 12991 -9baf-458-9951 -epb28d74alca

v B o ks
=

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Cisco Unified CM Administration v § 5o

admin About out

System w  Call Routing w  Media Resources «  Voice Mail +

Phone Configuration

G Save x Delete

Device v

Related Links:

r Copy %Resﬁ _Z Apply Config Ell} Add Mew

Appliostion v User Management »  Bulk Administration ~  Help

Back To Find/List

Step 13

Status
’7® Status: Ready

Drag the scroll bar
almost to the page

|

,4
FrHie
— Association Information —————————————— — Phone Type
Modify Button Itermns Product Type: Cisco 7970
Device Protocol: SCCP
1 ®i73 Line [11 - 8000 (no partition)
2 ®inz Line [2] - Add 2 new DN — Device Information
Registration Unknown
3 GgaddanewsD IF Address Unknawn
4 %5 addanewsD Is Active
*
5 %5 ndd anew SD FRE Aetiliees {0024
Description
¢  @gaddanewsD 3 8000 ciseo 1P Phone 7970
Device Pool™ [192.168 -
Add ShD : .
7 g Add a new SO Details
o @ addanew SURL Common Device | < yane > v
Configuration Details
---------- Add On Module(s) ---------- I —
= ) Phone Buttan [ 5Eponz4 -SCCP-Individual Template v ¥
b3 | >

D) & nternet
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Fle Edit View Favorites

M Phone Configuration - Microsoft Internet Explorer.

Tools  Help

Qe - ) (%] B (D POt Fpreeies € - L [

Address |@ https:(/192. 168,

CIS€O  Fqor cisco Uni

Cisco Unified CM Administration

18443 cemadminjgendevicsEdit dozkey=cdS1e991-9baf-4586-9951 -eebzad74alcs V‘ Go  Links **

Cisco Unified CM Administration + § GO

d Communications Solutions

admin About Lo it

System +

Phone Configuration

B Save x Delete

CallRouting +  Media Resources »  “oice Mail v  Device v Application

User Management »  Bulk Administration +  Help +

Related Links:

Copy %'Rese« £ Apply Config Ell} Aidl Mew

Back To Find/List

l

Days Display Mot
Ackive Monday
Tuesday

Settings Access® |Enabled "i r
Gratuitous ARP¥ | Disabled = Step 14
PC Woice YLAN Access™ | Enabled v
Video Capabilities™ | Disabled v]
Auto Line Select® | Disabled v
Web Access* [Enabled |
)

|

Display On Time [07:30

Display ©n Duration ‘10130

Display Idle Timeaut  [g1;00

Step 14— 1
" Span to PC Port” [Ersbled 1

Engble"Spanto |22 Pt | ——— |

PC Port" Logging Display™® PC Contralled 55

Load Server ‘

Recording Tone™® | Disabled v
| >

<
&] Done

2 @ nternst

Step 15

2 Phone Configuration - Microsoft Internet Explorer

Eile Edit Wiew Favorites Tools Help

@Back @ d @ @ :h pSearch *Favor\tes @ L}j{- :;; B .'3

Address |@ hitps:/f192.163, 18443/ cemadmin/ gendeviceEdit, dotkey=cdS1e291-Obaf-45e8-9951-e6b23d74a1cE 1~

aliili, Cisco Unified CM Administration Cizco Urifisd =M Administratian |+

cisco

For Cisco Unified Communications Solutions admin About

System  Call Routing v  Media Resources Voice Meil v  Device Applicstion »  User Management =  Bulk Administration Help +

Phone Configuration CERTERRET S Back To Find/List

Copy %Resa = Apply Config EEE Adkd Mew

| Liauisy &
Step 15 Settings Access* | Enabled v/
Click "Save" Gratuitous ARP* | Dissbled v
PC Woice YLAN Access® | Enabled v
Video Capabilities* | Disabled |
Auta Line Select® | Disabled v
Web Access* | Enabled v
Ciays Display Mot
Days | P
Tuesday
Display On Time |U?:3El

Display On Duration |10:30

Display Idle Timeout |E|1:EIU

Span to PC Part® E

d

Logaing Display * [Pc cartrolled v

Load Server |

Recording Tone® | Disabled v
< I >
a https://192.168, :8443/ccmadmin/ gendeviceEdit, dotkey=cd51e991-9baf-45e5-9951 -eab2adT4a1 é @ Internet

<
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‘B Phone Configuration - Microsoft Internet Explorer

File Edt ‘“iew Favorites Tools  Help ﬁ.

eﬁa(k - \_/1 B @ :_:j pSEar(h *Favuntas @ B- ,} =3
Address [&] httpsiff192,165.  :8443jccmadminjgendevicedt, dovkey=cdS1991-0haf-456-0951-e6b28d74alcs > ET

Cisco Unified CM Administration Ciszo Unfied CM Administration v

For Cisco Unified Communications Solutions

Systemm +  CallRouting = Medis Resowrces «  Vioice Mal »  Device +~  Application ~  User Managemert «  Bulk Administration ~  Help

Related Links:

Copy %Raga{ & Apply Config lfl}i Add Newr

Back To FindgList

| iauicy -

Step 16

Step 16
Click "OK" and the
phone will be reloaded

Days Display Not
Active

Display On Time [07:30

Display On Duration |1D;3n

Display Idle Timeout |D1;UD

Span to PC Port* |Enabled ~]

Logaing Display* [PC contralled |

Load Server |

Recording Tane™® | Disabled ¥

&) Dore 2 & Internet

o

2 Phone Configuration - Microsoft Internet Explorer,

Eile Edit Wiew Favorites Tools Help

eBacK < -\_}\l @ @ \:b psaarch \;“\?Favorites -@ Bv I\F E .‘ﬂ

address (@] hitps:ff192.168,  :8443jcamadmin/gendeviceEdk. dorkey=cdS1e391-Sbaf-45e8-9951 26028741 cod v B ks ?

R Cisco Unified CM Administration Cisco Unified CM Adrninistration s

cisco

For Cisco Unified Communications Solutions

admin About

Bulk Administration »

System w  Call Rouing »  Media Resources »  VoiceMsil = Device =  Application Uiser Management » Help =

Phone Configuration CERCHRENTEE Back To Find/List
B Save x Delete Copy %' Reset _gﬁ Apply Config E:} Aic] Mewy
- | Lnauvisu g
tep 1 7 Settings Access™ ‘Enamgd v‘ n

Gratuitous ARP* | Disabled -

PC Voice VLAN Access® |Enabled ~|

~|
Step 17 .
Waiting for the Loadi

phaone reload...

Days Display Mat
Active

Display On Time (o730

Display On Duration ‘10:30

Display Idle Timeout  [g1;00

Span to PC Port* |Enabled >/

Logging Display * [PC contralled >/

Load Server ‘

Recording Tone ® | Disabled b/

< | =

& Done W 2 & Internet
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eBack @ \_) |ﬂ

2l Phone Configuration - Microsoft Internet Explorer,

Tools  Help
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adldess [ €] hitpsf192. 165,

18443 /ccmadminphoneSave. do

cisco

alinly  Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Navigation

System - Call Routing

Phone Configuration

Media Resources »  Yoice Mail v Dewice v Application ~

CEBCGRE TS Back To FindfList

User Management

Cisco Unified CM A

admin

Bk Acmi

dministration + §iG0

About it

nistration -

B Save x Delete Copy % Reset .Z Apply Confiyg IZDZ i Mew
-~
Status q
| @l s —siep 15 Fmed -
— Association Information ————————————— Phone Type
Modify Button Ttems Product Type:  Cisco 7970
Device Protocol: SCCP
1 sTne Line [1] - 8000 {no partition
2 srmeling [2] - Add a new DN — Device Information
Registration Unknown
3 Ggaddonewsh 1P Address Unknown
4 Add 5 new SD Is Active
®
5 add o new SD MAC Address™ - onzq
Description
6  GgAddanewsD P [8000 Cisco IP Phone 7970
Device Pool® 192,163 v
7 S5 Add & new SD ‘Datails :
8 % Add 5 new SURL Cornmon Device ‘{ Mone = hd
Configuration [ -
Add On Module(s) ----------
& Phone Button  [sEpon24 -SCCP-Individual Template v ¥
| ¥
&) @ Intermet

-For Yealink SIP Phone

CIS

Status Account

Internet Port (wan)fl PCPort | Advanced

pee @ Step 1: Click on “Network Tab"

Static P Address @

TP Address

Subnet Mask

Default Gateway 192.168.8.1
Primary DNS 192.168.8.1
Secondary DS
eepoe @
e —
Fassword 1
Confirm Cancel

=} NOTE

DHCP
The network configurations will be
acquired from DHCP server.

Static IP Address

Specify the IP address, Subnet
Mask, Default Gateway, Primary
DNS, Secondary DNS fields
manually.

PPPOE
Contact your ISP if it should be
used.

Pin: T11CG001

Step 18

Step 1
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Step 2

Internet Port (WAN) | PCFPort | Step 2: Click on "Advanced"
Type HTTP&HTTPS [+ ]
802.1x
802.1X Mode Disabled [+] Ste p 3
ety r ]
MD5 Password r ]
Span to PC port %
S R Enabled El «—— Step 3: EnableSpan to PCport
I
Type HTTP&HTTPS [+ ]
802.1x
802.1X Mode Disabled [+] Ste p 4
ety r ]
MD5 Password r ]
Span to PC port %

wif——— 5tep 3: EnableSpan to PCport
Span to PC port Enabled E| g g g

Note: if you can not see “Span to PC Port” on this screen, please refer to the figures belows
to check the firmware version

Yealink
ik status” el

Status Account

Internet Port (WAN) | PCPort | Advanced
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\
Version
[ Firmware Version 2.50.18.11 ]1— Check the Firmware version is up-to-date or n

Yardware Version 1.0.0.4
Network @

WAN Port Type DHCP

WAN IP Address 192.168.8.193

Subnet Mask 255.255.255.0

MAC Address 00-15-65-1A-84-79

Link Status Connected

PC IP Address 0.0.0.0

Device Type Bridge

DHCP Server Status(PC) Disabled

J

CIS
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